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Banking Department 29 Jan 2021
Monetary Authority of Singapore

10 Shenton Way, MAS Building

Singapore 079117

Re: Consultation Paper P011-2020 on Notices to Banks and Merchant Banks on Management of
Outsourced Relevant Services

To Whom It May Concern,

Amazon Web Services (AWS), one of the leading providers of cloud services to banks in Singapore,
sincerely thanks the Monetary Authority of Singapore (MAS) for the opportunity to provide inputs on the
Consultation Paper on Notices to Banks and Merchant Banks on Management of Outsourced Relevant
Services. We understand that this consultation paper follows the 2019 consultation paper on outsourced
services and the Banking (Amendment) Act 2020, and intends to set out requirements for (1) ongoing
outsourced relevant services of banks, with a focus on material services; and (2) outsourced relevant
services involving the disclosure of customer information by banks to service providers.

We appreciate that MAS has taken on board some of AWS’ key feedback from earlier consultations, such
as introducing materiality as a condition for different requirements, and allowing the use of external
auditors to obtain assurance on a service provider’s security and control environment.

To further improve this proposed Notice, we would like to offer some comments on the (1) Consultation
Paper, and the (2) Proposed Notice to Banks on Management of Outsourced Relevant Services (“Notice”).
We apologize that our responses do not follow the prescribed submission format. While we have
appended our detailed comments to this letter, we would like to highlight some key recommendations
for your consideration:

e  Clarify the basis for inclusion or exclusion under the definition of “outsourced relevant service”. It
is currently unclear what the rationale for including or excluding relevant services from Annexes B and
Cis (i.e. how “relevant services” would constitute an “outsourced relevant service” or an “exempted
outsourced relevant service”). Specifically, we seek clarification on how “the characteristics of the
service” for relevant services, such as payment card network infrastructure, would constitute their
exclusion from the definition of an “outsourced relevant service”. Conversely, we seek clarity on why
cloud services are explicitly included as an “outsourced relevant service”.

e Avoid overly prescriptive legally binding requirements. The mandatory requirements in this Notice
are overly rigid and impose a ‘one-size-fits-all’ approach to all types of outsourcing without
recognizing its commercial, technological and operational implications. There are several areas in the
Notice where the legally binding obligations on banks would be impractical or commercially infeasible
to implement for cloud outsourcing (elaborated in our detailed comments). The Notice should instead
provide a risk assessment framework with high-level requirements around assessing and mitigating
risk, while giving banks the discretion to address identified risks based on the nature of their business
and the services they are acquiring.

e Define the term “disclose” in Notice, as the term is not defined in the Notice or in the Banking Act.
The obligations in Section 5.1(c), 6.1 and 6.2(b) of the Notice raise the concept of disclosing customer
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information to a service provider, without defining what MAS means by “disclosure”. While cloud
service providers may store or process information, such information is not “disclosed” in the ordinary
meaning of the term (i.e. AWS does not have visibility into our customers’ content). As such, we
recommend properly defining the term to exclude the passive role of cloud service providers, as the
related obligations would be impractical and overly burdensome for both banks, their customers and
the service provider.

e Avoid overly prescriptive and impractical subcontracting restrictions. Sections 6.1, 6.2, and 7.1(h) of
the Notice prescribe requirements for commercial agreements between banks and their service
providers and dictate down-stream contractual agreements with third parties that are impractical to
implement for cloud services. Cloud services are often homogenized and provided on a one-to-many
basis; it is impractical (if not impossible) to tailor service offerings for any individual customer, and
therefore infeasible for the service provider to implement different subcontractor management
processes or contracts with subcontractors based on the risk assessment of each individual bank. We
recommend that MAS retains the flexibility provided to banks under Section 47A(4) and (5) of the
Banking Act, and the MAS Guidelines on Qutsourcing.

e Contractual rights should account for different outsourcing circumstances. The Notice requires
banks to include mandatory and broad termination rights in their outsourcing agreement, which go
beyond material breach of the agreement or a regulator instruction from MAS to terminate the
agreement. The terms that must be specifically stated in an agreement are ‘one-size-fits-all’ and do
not account for different outsourcing circumstances. Given that non-compliance with the Notice can
lead to criminal sanctions, we recommend affording banks greater flexibility in implementing
appropriate and commercially viable contractual terms.

e Review MAS audit requirements of service providers and subcontractors. Section 7.1(d) of the
Notice turns the permissive Section 47A (5)(c) and Section 47A (10) of the Banking Act into a
mandatory and rigid set of contractual terms, significantly expanding the scope of MAS'’s audit without
affording practical protections to service providers, or their subcontractors. Instead, we recommend
that MAS references the scope of audit in the MAS Guidelines on Outsourcing as a benchmark for this
Notice.

We would like to clarify that our comments herein are non-exhaustive, and we would very much welcome
a meeting with MAS to discuss our feedback in greater detail. Once again, we thank MAS for the
opportunity to comment and stand ready to further discuss these points with MAS at your convenience.

Sincerely,

45

Genevieve Ding
Head of Public Policy, Singapore & Asean Strategic Projects
Amazon Web Services
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